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AO 440 (Kév. 06/12) Summons in a Civil Action

UNITED STATES DISTRICT COURT

for the
Central District of California

L 4

DOUG WALLACE and ALONDRA MEZA, individually
and on behalf of all others similarly situated,

Plaintiff(s)
V.

CALIFORNIA PIZZA KITCHEN, INC., a Delaware
corporation,

Civil Action No. 8:21-cv-01970 - CJC (KESx)

Defendant(s)
SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address) CALIFORNIA PIZZA KITCHEN, INC., a Delaware corporation
575 Anton Boulevard, Suite 100, Costa Mesa, California, 92626

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. .. (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complain: or a motion under Rule 12 of
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:  THE RUDD LAW FIRM

Christopher L. Rudd (SBN 130713)/E-mail: clrudd@ruddiawla.com
S. Martin Keleti (SBN 144208)/E-mail: s.martin.keleti@gmail.com
4650 Sepulveda Boulevard, Suite 205

Sherman Oaks, CA 91403

Tel.: 310.663.0705/Fax: 310.359.0258

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint.
You also must file your answer or motion with the court.

CLERK OF COURT

12/2/2021
Date: d'“g ﬂd QMM
Signature of Clerk or Depidty Clerk
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AO 440 (Rei./. 06/12) Summons in a Civil Action (Page 2)
Civil Action No. 8:21-cv-01970

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (name of individual and title, if any)

was received by me on (date)

O I personally served the summons on the individual at (place)

on (date) ;or

O 1 left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

O I served the summons on (rame of individual) , who is

designated by law to accept service of process on behalf of (name of organization)

on (date) yor
O I returned the summons unexecuted because ; or
O Other (specify):
My fees are $ for travel and § for services, for a total of $ 0.00

I declare under penalty of perjury that this information is true.

Date:

Server's signature

Printed name and title

Server's address

Additional information regarding attempted service, etc:
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Christopher L. Rudd SSBN 130713)
E-mail: clrudd@ruddlawla.com

S. Martin Keleti (SBN 144208)
E-mail: s.martin.keleti@ ginall.com
THE RUDD LAW F¥

4650 Sepulveda Boul. vard, Suite 205
Sherman Oaks, CA 91403

Phone: (310) 633-0705

Fax: (310) 359-0258

Danielle L. Pe (SBN 292120)
E-mail: d]irgr masonllp.com

MASON'LI & KLINGER LLP

5101 Wisconsin Avenue NW, Suite 305

Washington, DC 20016

Phone: (202) 429-2290

Fax: (202) 429-2294

belief as to all other matters, as follows:
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Counsel for Plaintiffs and the Putative Class

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
DOUG WALLACE and Case No. 8:21-cv-01970
ALONDRA MEZA, individually
and on behalf of all others CLASS ACTION COMPLAINT
similarly situated, FOR:
Plaintiffs, 1. NEGLIGENCE;
V. 2. NEGLIGENCE PER SE;
3. BREACH OF IMPLIED
CALIFORNIA PIZZA KITCHEN, CONTRACT;
INC., a Delaware corporation, 4. BREACH OF CONFIDENCE;
5. UNFAIR BUSINESS
Defendant PRACTICES:
DEMAND FOR JURY TRIAL

Plaintiffs Doug Wallace and Alondra Meza (collectively, “Plaintiffs”) bring
this Class Action Complaint against Defendant California Pizza Kitchen, Inc.
(“CPK”) each in their individual capacity and on behalf of all others similarly
situated (the “Class,” defined below), and allege, upon personal knowledge as to

their own actions and their counsel’s investigation, and upon information and

CLASS ACTION COMPLAINT
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costs for, e.g., purchasing credit monitoring services, credit freezes, credit reports,
or other protective measures to deter and detect identity theft.

+= 13.  Asadirect and proximate result of the Cyber-Attack and subsequent
Data Breach, Plaintiffs and Class Members have suffered and will continue to
suffer damages and economic losses in the form of: 1) the loss of time needed to
take appropriate measures to avoid unauthorized and fraudulent charges; change
their usernames and passwords on their accounts; investigate, correct and resolve
unauthorized debits; deal with spam messages and e-mails received subsequent to
the Data Breach; and 2) charges, and fees charged against their accounts. Plaintiffs
and Class Members have likewise suffered and will continue to suffer an invasion
of their property interest in their own personally identifying information (“PII”")
such that they are entitled to damages for unauthorized access to and misuse of
their PII from CPK, and Plaintiffs and Class Members will suffer from future
damages associated with the unauthorized use and misuse of their PII as thieves
will continue to use the stolen information to obtain money and credit in their
name for several years.

14.  Plaintiffs seek to remedy these harms on behalf of themselves and all
similarly situated individuals whose Private Information was accessed and/or
removed from the network during the Cyber-Attack.

15.  Plaintiffs seek remedies including, but not limited to, compensatory
damages, nominal damages, reimbursement of out-of-pocket costs, and injunctive
relief including improvements to CPK’s data security systems, future annual
audits, and adequate credit monitoring services funded by CPK.

16.  Accordingly, Plaintiffs bring this action against CPK seeking redress
for their unlawful conduct asserting claims for negligence, negligence per se, and
breach of implied contract.

PARTIES

17.  Plaintiff Doug Wallace (“Wallace™) is an individual, a citizen

CLASS ACTION COMPLAINT
4
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residing in Riverside County, California. Plaintiff Wallace was employed by CPK
as a General Manger from February, 2000, to October, 2014. On or about
November 15, 2621, Plaintiff Wallace received notice f{om CPK that the Data =}
Breach had occurred follovs}ing a security “incident,” and that his personal data
(including his name and Social Security number) were involved. A copy of the
notice is attached as Exhibit A and incorporated by reference.

18.  Plaintiff Alondra Meza (“Meza”) is an individual, a citizen residing in
Las Vegas, Nevada. Plaintiff Meza was employed by CPK as a Takeout Specialist
from October, 2019, to September, 2020. On or about November 15, 2021,
Plaintiff Meza received notice from CPK that the Data Breach had occurred
following a security “incident,” and that her personal data (including her name and
Social Security number) was involved. A copy of the notice is attached as
Exhibit B and incorporated by reference.

19.  Defendant California Pizza Kitchen, Inc. (“CPK”) is a Delaware
corporation with its principal place of business at 575 Anton Boulevard, Suite 100,
Costa Mesa, California, 92626. This Court has jurisdiction over CPK through its
business operations in this District, the specific nature of which occurs in this
District. CPK intentionally avails itself of the markets within this District to render
the exercise of jurisdiction by this Court just and proper.

VENUE

20.  Venue is proper in this Court pursuant to 28 U.S.C. § 1391(a)(1)
because a substantial part of the events and omissions giving rise to this action
occurred in this District, and because CPK’s principal place of business is located
in this District.

FACTUAL ALLEGATIONS COMMON TO ALL CLAIMS
Defendant’s Business

21. CPK s a global brand serving California cuisine in nearly 200

CLASS ACTION COMPLAINT
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restaurants worldwide, 12 international cities, and 8 countries and U.S. territories.!
22. Inthe ordinary course of doing business with CPK, current and

former employees provide CP¥evith sensitive, personal and private information

such as:
. Name;
° Address;
° Phone number;
o Driver license number;
. Social Security number;

° Date of birth;

o Email address;

. Gender.

23.  Plaintiffs and Class Members, as current and former employees,
relied on CPK to keep their PII confidential and securely maintained, to use this
information for business purposes only, and to make only authorized disclosures
of this information. Plaintiffs and Class Members demand security to safeguard
their PII.

24.  CPK had a duty to adopt reasonable measures to protect the PII of
Plaintiffs and Class Members from involuntary disclosure to third parties.

The Cyber-Attack and Data Breach

25.  Onor about November 15, 2021, CPK began notifying current and
former employees and state Attorneys General about a data breach that occurred
prior to September 15, 2021 (the “Data Breach”). See Exhibits A & B (Plaintiffs’
Notice of Data Breach letters).

26.  According to the Notice of Data Breach letters CPK sent to Plaintiffs
and letters CPK sent to state Attorneys General, CPK’s security team learned of a

potential security incident on September 15, 2021, and on October 4, 2021, after

! https://www.cpk.com/about (last accessed Nov. 26, 2021).

CLASS ACTION COMPLAINT
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retaining a forensic specialist, confirmed that its systems had been subject to
unauthorized access. 1d.

27. CPK informed Plaintiffs that thei=tull names and Social Security
numbers may have been exfiltrated. /d.

28.  The Notice of Data Breach letters offered a complementary twelve-
month membership to Experian’s IdentityWorks credit monitoring service.

29. Based on the Notice of Data Breach letters they received, which
informed Plaintiffs that their Private Information was accessed on CPK’s network
and computer systems, and other publicly available information, Plaintiffs believe
their names and Social Security numbers were stolen from CPK’s network and
subsequently sold on the dark web.

30. CPK had obligations created by contract, industry standards, common
law, and representations made to Plaintiffs and Class Members, to keep their
Private Information confidential and to protect it from unauthorized access and
disclosure.

31. Plaintiffs and Class Members provided their Private Information to
CPK with the reasonable expectation and mutual understanding that CPK would
comply with its obligations to keep Private information confidential and secure
from unauthorized access.

32. CPK’s data security obligations were particularly important given the
substantial increase in cyber-attacks and/or data breaches preceding the date of the
breach.

33. In 2019, arecord 1,473 data breaches occurred, resulting in
approximately 164,683,455 sensitive records being exposed, a 17% increase from
2018.2

34. Indeed, cyber-attacks, such as the one experienced by CPK, have

2 https://www.idtheftcenter.org/wp-content/uploads/2020/01/01.28.2020 ITRC 2019-End-of-Ye
ar-Data-Breach-Report FINAL Highres-Appendix.pdf (last accessed Dec. 10, 2020).
CLASS ACTION COMPLAINT
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become so notorious that the Federal Bureau of Investigation (“FBI”’) and U.S.
Secret Service have issued a warning to potential targets so they are aware of, and
prepared for, a potential attack. Therefore, the increase in suetrattacks, and
attendant risk of future attacks, was widely known and completely foreseeable to
the public and to anyone in CPK’s industry, including CPK.
Plaintiffs’ Exposure and Mitigation Efforts
Plaintiff Wallace

35.  As adirect result of the Data Breach, Plaintiff Wallace has engaged in
mitigation efforts and expended time and resources.

36. Subsequent to the Data Breach, Plaintiff Wallace subscribed to a
credit monitoring service at the cost of $20 per month.

37. Subsequent to the Data Breach, Plaintiff Wallace now regularly
checks his credit reports as well as his banking statements and credit card
statements several times a week. This is time Plaintiff Wallace otherwise would
have spent performing other activities, such as his working or leisure activities.

38. Knowing that thieves stole his PII and knowing that this information
may now, or in the future, be available for sale on the dark web has caused
Plaintiff Wallace anxiety. He is now very concerned about identity theft in
general. This Data Breach has given Plaintiff Wallace hesitation about using
electronic services and reservations about conducting other online activities
requiring his PII.

39. Prior to receiving the Notice of Data Breach letter from CPK,
Plaintiff Wallace had not received a Notice of Data Breach letter from any other
company.

40. Plaintiff Wallace suffered actual injury from having his PII exposed
as a result of the Data Breach including, but not limited to: (a) unauthorized credit
card charges; (b) entrusting his PII to CPK which he would not have, had CPK

disclosed that it lacked data security practices adequate to safeguard consumers’

CLASS ACTION COMPLAINT
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PII from theft; (c) damages to and diminution in the value of his PII—a form of
intangible property that Plaintiff Wallace entrusted to CPK as a condition of
employment; (d) loss of his privacy; (e) present injury arising from the increased
risk of fraud and identity theft; and (f) the time and expense of his mitigation
efforts as a result of the Data Breach.

41. As aresult of the Data Breach, Plaintiff Wallace will continue to be at
heightened risk for financial fraud and identity theft, and the attendant damages,
for years to come.

Plaintiff Meza

42.  As adirect result of the Data Breach, Plaintiff Meza has engaged in
mitigation efforts and expended time and resources.

43. Subsequent to the Data Breach, Plaintiff Meza experienced a
substantial increase in spam emails, texts and phone calls.

44.  Subsequent to the Data Breach, Plaintiff Meza now regularly checks
her credit reports as well as her banking statements and credit card statements
several times a week. This is time Plaintiff Meza otherwise would have spent
performing other activities, such as her working or leisure activities.

45. Knowing that thieves stole her PII and knowing that this information
may now, or in the future, be available for sale on the dark web has caused
Plaintiff Meza anxiety. She is now very concerned about identity theft in general.
This Data Breach has given Plaintiff Meza hesitation about using electronic
services and reservations about conducting other online activities requiring her
PII.

46. Prior to receiving the Notice of Data Breach letter from CPK,
Plaintiff Meza had not received a Notice of Data Breach letter from any other
company.

47. Plaintiff Meza suffered actual injury from having her PII exposed as a
result of the Data Breach including, but not limited to: (a) entrusted her PII to CPK

CLASS ACTION COMPLAINT
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that she would not have had CPK disclosed that it lacked data security practices
adequate to safeguard consumers’ PII from theft; (b) damages to and diminution in
the value of her PIl—=a<d®tn of intangible property that Plaintiff Meza entrusted to
CPK as a condition of employment; (c) loss of her privacy; (d) imminent and
impending injury arising from the increased risk of fraud and identity theft; and
(d) the time and expense of his mitigation efforts as a result of the Data Breach.

48. As aresult of the Data Breach, Plaintiff Meza will continue to be at
heightened risk for financial fraud and identity theft, and the attendant damages,
for years to come.

CPK’s Failure to Comply with FTC Guidelines

49.  The Federal Trade Commission (“FTC”) promulgates numerous
guides for businesses highlighting the importance of implementing reasonable data
security practices. According to the FTC, the need for data security should be
factored into all business decision-making.?

50. In 2016, the FTC updated its publication, Protecting Personal
Information: A Guide for Business, which established cybersecurity guidelines for
businesses.? The guidelines note that businesses should protect the personal
customer information they keep; properly dispose of PII that is no longer needed,;
encrypt information stored on computer networks; understand their network’s
vulnerabilities; and implement policies to correct any security problems.

51.  The FTC further recommends companies not maintain PII longer than
is needed for authorization of a transaction; limit access to sensitive data; require
complex passwords to be used on networks; use industry—tested methods for

security; monitor for suspicious activity on the network; and verify third—party

3 Federal Trade Commission, Start With Security, available at:

https://www ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf (last
accessed Sept. 9, 2021).

4 Federal Trade Commission, Protecting Personal Information: A Guide for Business, available
at https://www.ftc.gov/system/files/documents/plain-language/pdf-0136_proteting-personal-
information.pdf (last accessed Sept. 9, 2021).

CLASS ACTION COMPLAINT
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service providers have implemented reasonable security measures.>

52. The FTC brings enforcement actions against businesses for failing to
adequately and reasonably protect custezmer data, treating the failure to employ
reasonable and appropriate measures to protect against unauthorized access to
confidential consumer data as an unfair act or practice prohibited by Section 5 of
the Federal Trade Commission Act (“FTC Act”), 15 U.S.C. § 45. Orders resulting
from these actions further clarify the measures businesses must take to meet their
data security obligations.

53. CPK failed to properly implement basic data security practices.
CPK’s failure to employ reasonable and appropriate measures to protect against
unauthorized access to members’ PII constitutes an unfair act or practice
prohibited by Section 5 of the FTC Act, 15 U.S.C. § 45.

54. CPK was at all times fully aware of its obligation to protect Plaintiffs’
and Class Members’ PII because of CPK’s position as Plaintiffs’ and Class
Members’ employer. CPK was also aware of the significant repercussions that
would result from its failure to do so.

CPK’s Failure to Comply with Industry Standards

55. A number of industry and national best practices have been published
and should have been used as a go-to resource and authoritative guide when
developing CPK’s cybersecurity practices.

56. Best cybersecurity practices that are standard in the food service
industry include installing appropriate malware detection software; monitoring and
limiting the network ports; protecting web browsers and email management
systems; setting up network systems such as firewalls, switches and routers;
monitoring and protection of physical security systems; protection against any
possible communication system; training staff regarding critical points.

57. Upon information and belief, CPK failed to meet the minimum

3 FTC, Start With Security, supra note 17.
CLASS ACTION COMPLAINT
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standards of the following cybersecurity frameworks: the NIST Cybersecurity
Framework Version 1.1 (including without limitation PR.AC-1, PR.AC-3, PR.AC-
4, PR AC-5, PR.AC-6, PR AC-7, PR.AT-1, PR.DS-148k.DS-5, PR.PT-1, PR.PT-
3, DE.CM-1, DE.CM-4, DE.CM-7, DE.CM-8, and RS.CO-2), and the Center for
Internet Security’s Critical Security Controls (CIS CSC), which are established
standards in reasonable cybersecurity readiness.

58. These foregoing frameworks are existing and applicable industry
standards in CPK’s industry, and CPK failed to comply with these accepted
standards, thereby opening the door to the Cyber-Attack and causing the data
breach.

CPK’s Breach

59. CPK breached its obligations to Plaintiffs and Class Members and/or
was otherwise negligent and reckless because it failed to properly maintain and
safeguard its computer systems, networks, and data. CPK’s unlawful conduct
includes, but is not limited to, the following acts and/or omissions:

a. Failing to maintain an adequate data security system to reduce the
risk of data breaches and cyber-attacks;

b.  Failing to adequately protect current and former employees’
Private Information;

C. Failing to adequately protect Private Information of current and
former employees’ family members;

d.  Failing to properly monitor its own data security systems for
existing intrusions, brute-force attempts, and clearing of event
logs;

€. Failing to apply all available security updates;

f. Failing to install the latest software patches, update its firewalls,

check user account privileges, or ensure proper security practices;

CLASS ACTION COMPLAINT
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g.  Failing to practice the principle of least-privilege and maintain

credential hygiene;
R h.  Failing to avoid the use of domain-wide, administrates=level

service accounts;

i Failing to employ or enforce the use of strong randomized, just-in-
time local administrator passwords; and

J Failing to properly train and supervise employees in the proper
handling of inbound emails.

60. As the result of computer systems in need of security upgrading and
inadequate procedures for handling cybersecurity threats, CPK negligently and
unlawfully failed to safeguard Plaintiffs’ and Class Members’ Private Information.

Data Breaches Put Victims at a Present
Increased Risk of Fraud and Identity Theft

61. CPK understood the Private Information it collected is highly
sensitive, and of significant value to those who would use it for wrongful

purposes, such as the cyber-criminals who perpetrated this Cyber-Attack.

62. The United States Government Accountability Office released a
report in 2007 regarding data breaches (the “GAO Report”) in which it noted that
victims of identity theft will face “substantial costs and time to repair the damage
to their good name and credit record.”$

63. The FTC recommends that identity theft victims take several steps to
protect their personal and financial information after a data breach, including
contacting one of the credit bureaus to place a fraud alert (consider an extended
fraud alert that lasts for seven years if someone steals their identity), reviewing

their credit reports, contacting companies to remove fraudulent charges from their

6 See “Data Breaches Are Frequent, but Evidence of Resulting Identity Theft Is Limited; However,
the Full Extent Is Unknown,” p. 2, U.S. Government Accountability Office, June 2007,
https://www.gao.gov/new.items/d07737.pdf (last visited Apr. 12, 2019) (the “GAO Report™).

CLASS ACTION COMPLAINT
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accounts, placing a credit freeze on their credit, and correcting their credit reports.’

64. Identity thieves use stolen personal information such as Social
Security numbersfe; a variety of crimes, including credit card fraud, phone or =
utilities fraud, and bank/finance fraud. '

65. Identity thieves can also use Social Security numbers to obtain a
driver license or official identification card in the victim’s name but with the
thief’s picture; use the victim’s name and Social Security number to obtain
government benefits; or file a fraudulent tax return using the victim’s information.

66. In addition, identity thieves may obtain a job using the victim’s
Social Security number, rent a house or receive medical services in the victim’s
name, and may even give the victim’s personal information to police during an
arrest resulting in an arrest warrant being issued in the victim’s name.

67. A study by Identity Theft Resource Center shows the multitude of
harms caused by fraudulent use of personal and financial information:®

68. The value of personal data is axiomatic, considering the value of Big
Data in corporate America and the consequences of cyber thefts include heavy
prison sentences. Even this obvious risk to reward analysis illustrates beyond
doubt that Private Information has considerable market value.

69. It must also be noted there may be a substantial time lag—measured
in years—between when harm occurs versus when it is discovered, and also
between when Private Information and/or financial information is stolen and when
it is used. According to the U.S. Government Accountability Office, which
conducted a study regarding data breaches:

[Llaw enforcement officials told us that in some cases. stolen data
mav be held for up to a vear or more before beine used to commit
identitv theft. Further. once stolen data have been sold or posted on
the Web, fraudulent use of that information may continue for years.

7 See https://www.identitytheft.gov/Steps (last visited Dec. 8, 2020).

8 See Jason Steele, Credit Card and ID Theft Statistics, CreditCards.com (Oct. 23, 2020) https://w
ww.creditcards.com/credit-card-news/credit-card-security-id-thefi-fraud-statistics-1276.php (last
accessed Dec. 10, 2020).
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As a result. studies that attempt to measure the harm resulting from

data breaches cannot necessarilv rule out all future harm.
See GAO Report at 29. P

70.  Private Information and financial information are such valuable
commodities to identity thieves that once the information has been compromised,
criminals often trade the information on the “cyber black-market” for years.

71.  Indeed, a robust “cyber black market” exists in which criminals
openly post stolen Private Information on multiple underground Internet websites.

72.  Where the most private information belonging to Plaintiffs and Class
Members was accessed and removed from CPK’s network, and entire batches of
that stolen information already had been dumped by the cyberthieves on the cyber
black market, there is a strong probability that additional batches of stolen
information are yet to be dumped on the black market, meaning Plaintiffs and
Class Members are at an increased risk of fraud and identity theft for many years
into the future.

73.  Thus, Plaintiffs and Class Members must vigilantly monitor their
financial accounts for many years to come.

74.  Sensitive information can sell for as much as $363 according to the
Infosec Institute. PII is particularly valuable because criminals can use it to target
victims with frauds and scams. Once PII is stolen, fraudulent use of that
information and damage to victims may continue for years.

75.  The PII of consumers remains of high value to criminals, as
evidenced by the prices they will pay through the dark web. Numerous sources
cite dark web pricing for stolen identity credentials. For example, personal
information can be sold at a price ranging from $40 to $200.

76. Social Security numbers are among the worst kind of personal
information to have stolen because they may be put to a variety of fraudulent uses

and are difficult for an individual to change. The Social Security Administration

CLASS ACTION COMPLAINT
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stresses that the loss of an individual’s Social Security number, as is the case here,
can lead to identity theft and extensive financial fraud.

77. For example, the Social Security Adiainistration has warned that
identity thieves can use an individual’s Social Security number to apply for
additional credit lines. Such fraud may go undetected until debt collection calls
commence months, or even years, later. Stolen Social Security numbers also make
it possible for thieves to file fraudulent tax returns, file for unemployment benefits,
or apply for a job using a false identity. Each of these fraudulent activities is
difficult to detect. An individual may not know that his or her Social Security
number was used to file for unemployment benefits until law enforcement notifies
the individual’s employer of the suspected fraud. Fraudulent tax returns are
typically discovered only when an individual’s authentic tax return is rejected.

78. Moreover, it is not an easy task to change or cancel a stolen Social
Security number. An individual cannot obtain a new Social Security number
without significant paperwork and evidence of actual misuse. Even then, a new
Social Security number may not be effective, as “[t]he credit bureaus and banks
are able to link the new number very quickly to the old number, so all of that old
bad information is quickly inherited into the new Social Security number.”?

79.  This data, as one would expect, demands a much higher price on the
black market. Martin Walter, senior director at cybersecurity firm RedSeal,
explained, “[c]Jompared to credit card information, personally identifiable
information and Social Security numbers are worth more than 10x on the black
market.”!?

80. At all relevant times, CPK knew or reasonably should have known

® Brian Naylor, Victims of Social Security Number Theft Find It’s Hard to Bounce Back, NPR,
Feb. 9, 2015, http://www.npr.org/2015/02/09/384875839/data-stolen-by-anthem-s-hackers-has-

millions-worrying-about-identity-theft (last visited Oct. 28, 2020).

Tim Greene, Anthem Hack: Personal Data Stolen Sells for 10x Price of Stolen Credit Card
Numbers, IT World, Feb. 6, 2015, http://www.itworld.com/article/2880960/anthem-hack-
personal-data-stolen-sells-for-10x-price-of-stolen-credit-card-numbers.html (last visited Oct. 28,
2020).
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these risks, the importance of safeguarding Private Information, and the
foreseeable consequences if its data security systems were breached and
strengthened their data systems accordingly. CPK was put on-nstice of the
substantial and foreseeable risk of harm from a data breach, yet they failed to
properly prepare for that risk.

Plaintiffs’ and Class Members’ Damages

81.  The ramifications of CPK’s failure to keep Plaintiffs’ and Class
Members’ PII secure are long lasting and severe. Once that kind of information is
stolen, fraudulent use of that information and damage to victims may continue for
years. Consumer victims of data breaches are more likely to become victims of
identity fraud.!!

82.  The PII belonging to Plaintiffs and Class Members is private,
sensitive in nature, and left inadequately protected by CPK—who did not obtain
Plaintiffs’ or Class Members’ consent to disclose such information to any other
person as required by applicable law and industry standards.

83.  The Data Breach was a direct and proximate result of CPK’s failure
to: (a) properly safeguard and protect Plaintiffs’ and Class Members’ PII from
unauthorized access, use, and disclosure, as required by various state and federal
regulations, industry practices, and common law; (b) establish and implement
appropriate administrative, technical, and physical safeguards to ensure the
security and confidentiality of Plaintiffs’ and Class Members’ PII; and (c) protect
against reasonably foreseeable threats to the security or integrity of such
information.

84. CPK had the resources necessary to prevent the Data Breach, but
neglected to adequately implement data security measures, despite its obligation to

protect member data.

n 2014 LexisNexis True Cost of Fraud Study, available at:
https://www lexisnexis.com/risk/downloads/assets/true-cost-fraud-2014.pdf (last accessed Sept.
9,2021).
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85. CPK could have prevented the intrusions into its systems and,
ultimately, the theft of PII if CPK had remedied the deficiencies in its data security
systems angsadopted security measures recommended by experts in the fieldr=

86. As adirect and proximate result of CPK’s wrongful actions and
inactions, Plaintiffs and Class Members are now in imminent, immediate, and
continuing increased risk of harm from identity theft and fraud, requiring them to
dedicate time and resources which they otherwise would have dedicated to other
life demands, such as work and family, to mitigate the actual and potential impact
of the Data Breach on their lives.

87. The U.S. Department of Justice’s Bureau of Justice Statistics found
that “among victims who had PII or PHI used for fraudulent purposes, 29% spent
a month or more resolving problems,” and that “resolving the problems caused by
identity theft [could] take more than a year for some victims.”!?

88. In the breach notification letter, CPK made an offer of 12—months of
identity monitoring services to its patients. This is wholly inadequate to
compensate Plaintiffs and Class Members as it fails to provide for the fact victims
of data breaches and other unauthorized disclosures commonly face multiple years
of ongoing identity theft, medical and financial fraud, and it entirely fails to
provide sufficient compensation for the unauthorized release and disclosure of
Plaintiffs’ and Class Members’ PII.

89.  As adirect result of CPK’s failures to prevent the Data Breach,

Plaintiffs and Class Members have suffered, will suffer, and are at increased risk

of suffering:
a. The compromise, publication, theft and/or unauthorized use of their
PII;
b.  Out—of—pocket costs associated with the prevention, detection,

12U.S. Department of Justice, Office of Justice Programs Bureau of Justice Statistics, Victims of
Identity Theft, 2012, December 2013, available at:
https://www.bjs.gov/content/pub/pdf/vit12.pdf (last accessed Sept. 9, 2021).
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Members maintain an undeniable interest in ensuring their PII is secure, remains

92.

subclasses of similarly situated individuals under Federal Rule of Civil Procedure
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recovery, and remediation from identity theft or fraud;

Lost opportunity costs and lost wages associated with efforts
expended aaddoss of productivity from addressing and attempting to
mitigate actual and future consequences of the Data Breach, including
but not limited to researching how to prevent, detect, contest, and
recover from identity theft and fraud,

The present and continued risk to their PII, which remains in the
possession of CPK and is subject to further breaches so long as CPK
fails to undertake appropriate measures to protect the PII in its
possession; and

Current and future costs in terms of time, effort, and money that will
be expended to prevent, detect, contest, remediate, and repair the
impact of the Data Breach for the remainder of the lives of Plaintiffs
and Class Members.

In addition to a remedy for the economic harm, Plaintiffs and Class

secure, and is not subject to further misappropriation and theft.
o1.

Plaintiffs and Class Members have suffered anxiety, emotional distress, and loss

As a direct and proximate result of CPK’s actions and inactions,

of privacy, and are at an increased risk of future harm.

CLASS ACTION ALLEGATIONS

Plaintiffs bring this suit on behalf of themselves and a class and state

23, which are preliminarily defined as:

All persons whose PII stored or possessed by CPK was subject to the
Data Breach announced by CPK on or about November 15, 2021 (the
“Class™).

All residents of the State of California whose PII stored or possessed

CLASS ACTION COMPLAINT
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by CPK was subject to the Data Breach announced by CPK on or
about November 15, 2021 (the “California Subclass™).
c.  Allresidents of the State ofdxvada whose PII stored or possessed by
CPK was subject to the Data Breach announced by CPK on or about
November 15, 2021 (the “Nevada Subclass™) (Plaintiffs refer to the
California Subclass and the Nevada Subclass collectively as the
“State Subclasses™).
93.  Excluded from the Class are the following individuals and/or entities:
CPK and CPK’s parents, subsidiaries, affiliates, officers and directors, current or
former employees, and any entity in which CPK has a controlling interest; all
individuals who make a timely election to be excluded from this proceeding using
the correct protocol for opting out; any and all federal, state or local governments,
including but not limited to their departments, agencies, divisions, bureaus,
boards, sections, groups, counsels and/or subdivisions; Class counsel; and all
judges assigned to hear any aspect of this litigation, as well as their staff and
immediate family members.
94. Plaintiffs reserve the right to modify or amend the definition of the
proposed Class before the Court determines whether certification is appropriate.

95. Numerosity: The Class is so numerous that joinder of all members is

impracticable. CPK has identified more than 100,000 persons whose PII may have
been improperly accessed in the Data Breach, and the Class is identifiable within
CPK’s records. A precise number of class members can be ascertained through
appropriate discovery and from records maintained by CPK.

96. Commonality and Predominance: Questions of law and fact

common to the Class exist and predominate over any questions affecting only
individual Class members. These include but are not limited to, the following:
a. Whether Plaintiffs’ and the Class members’ PII was accessed and/or

viewed by one or more unauthorized persons in the Data Breach
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alleged above;

Whether CPK’s publishing Plaintiffs’ and Class members’ PII to

‘unauthorized:persons was permissible witho®t the prior written

authorization of the Plaintiffs or the Class members;

When and how CPK should have learned and actually learned of the
Data Breach;

Whether CPK’s response to the Data Breach was adequate;

Whether CPK owed a duty to the Class to exercise due care in
collecting, storing, safeguarding and/or obtaining their PII;

Whether CPK breached that duty;

Whether CPK implemented and maintained reasonable security
procedures and practices appropriate to the nature of storing
Plaintiffs’ and Class members’ PII;

Whether CPK acted negligently in connection with the monitoring
and/or protecting of Plaintiffs’ and Class members’ PII;

Whether CPK knew or should have known that they did not employ
reasonable measures to keep Plaintiffs’ and Class members’ PII
secure and prevent loss or misuse of that PII;

Whether CPK adequately addressed and fixed the vulnerabilities
which permitted the Data Breach to occur;

Whether CPK caused Plaintiffs and Class members damages;
Whether CPK violated the law by failing to promptly notify Plaintiffs
and Class members that their PII was compromised;

Whether Plaintiffs and Class members are entitled to actual damages,
nominal and/or statutory damages, credit monitoring, other monetary
relief, and/or equitable relief, and

Whether CPK violated the California Unfair Competition Law
(Business & Professions Code § 17200 et seq.).
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97. There are no defenses of a unique nature that may be asserted against
the Plaintiffs individually, as distinguished from the other Class Members, and the
relief=ought is common to the Class. - nE

98. Typicality: Plaintiffs’ claims are typical of those of other Class
Members because all had their PII compromised because of the Data Breach, due
to CPK’s identical conduct.

99. Adequacy of Representation: Plaintiffs will fairly and adequately
represent and protect the interests of the Class Members in that Plaintiffs’ interests
are aligned with the class. Plaintiffs have no disabling conflicts of interest that
would be antagonistic to those of the other members of the Class. Plaintiffs seek
no relief that is adverse to Class Members. In addition, Plaintiffs retained counsel
experienced in data breach and complex consumer class action litigation. Neither
Plaintiffs nor their counsel have any interests which might cause them not to
vigorously pursue this claim.

100. Superiority: Class action treatment is superior to all other available
methods for the fair and efficient adjudication of the controversy alleged herein; it
will permit a large number of class members to prosecute their common claims in
a single forum simultaneously, efficiently, and without the unnecessary
duplication of evidence, effort, and expense that hundreds of individual actions
would require. Class action treatment will permit the adjudication of relatively
modest claims by certain class members, who could not individually afford to
litigate a complex claim against large entities, such as CPK. Further, even for
those Class Members who could afford to litigate such a claim, it would still be
economically impractical and impose a burden on the courts.

101. The prosecution of separate actions by individual members of the
Class would create a risk of inconsistent or varying adjudications with respect to
individual members of the Class, and a risk that any adjudications with respect to

individual members of the Class would, as a practical matter, either be dispositive
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of the interests of other members of the Class not party to the adjudication or
substantially impair or impede their ability to protect their interests.

102. Class.esstification is also warranted for purposes of injunctive and
declaratory relief because CPK has acted, or refused to act, on grounds generally
applicable to the class, so that final injunctive and declaratory relief are
appropriate with respect to the Class as a whole.

CLAIMS FOR RELIEF
First Claim for Relief
Negligence
(On Behalf of Plaintiffs, the Class, or Alternatively the State Subclasses)

103. Plaintiffs re-allege and incorporate by reference Paragraphs 1 through
102 above as if fully set forth herein.

104. CPK’s own negligent conduct created a foreseeable risk of harm to
Plaintiffs and Class Members. CPK’s negligence included, but was not limited to,
its failure to take the steps and opportunities to prevent the Data Breach as set
forth herein. CPK’s negligence also included its decision not to comply with
(1) industry standards, and/or best practices for the safekeeping and encrypted
authorized disclosure of the PII of Plaintiffs and Class Members; or (2) Section 5
of the FTC Act.

105. First, CPK had a duty to exercise reasonable care in safeguarding,
securing and protecting such information from being compromised, lost, stolen,
misused, and/or disclosed to unauthorized parties. This duty includes, among other
things, designing, maintaining and testing its security protocols to ensure PII in
CPK’s possession was adequately secured and protected, and that employees
tasked with maintaining such information were adequately trained on relevant
cybersecurity measures. CPK also had a duty to put proper procedures in place to
prevent the unauthorized dissemination of Plaintiffs’ and Class Members’ PIIL.

106. As a condition of employment, Plaintiffs and Class Members were
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obligated to provide CPK with their PIL. As such, Plaintiffs and the Class
Members entrusted their PII to CPK with the understanding CPK would safeguard
their information. ER 4

107. CPK was in a position to protect against the harm suffered by
Plaintiffs and Class Members as a result of the Data Breach. However, Plaintiffs
and Class Members had no ability to protect their PII in CPK’s possession.

108. CPK had full knowledge of the sensitivity of the PII, and the types of
harm Plaintiffs and Class Members could, would, and will suffer if the information
were wrongfully disclosed.

109. CPK admitted that its computer system containing Plaintiffs’ and
Class Members’ PII was wrongfully compromised and accessed by unauthorized
third persons, and that the Data Breach occurred due to CPK’s actions and/or
omissions.

110. Plaintiffs and Class Members were the foreseeable and probable
victims of CPK’s negligent and inadequate security practices and procedures that
led to the Data Breach. CPK knew or should have known of the inherent risks in
collecting and storing the highly valuable PII of Plaintiffs and Class Members, the
critical importance of providing adequate security of that information, the current
cyber security risks being perpetrated, and that CPK had inadequate employee
training, monitoring and education and IT security protocols in place to secure the
PII of Plaintiffs and Class Members.

111. CPK negligently, through its actions and/or omissions, and
unlawfully breached its duty to Plaintiffs and Class Members by failing to exercise
reasonable care in protecting and safeguarding Plaintiffs’ and Class Members’ PII
while the information was within CPK’s possession and/or control by failing to
comply with and/or deviating from standard industry rules, regulations, and
practices at the time of the Data Breach.

112. Second, CPK’s violations of Section 5 of the FTC Act constitute
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*

negligence. Section 5 of the FTC Act prohibits “unfair . . . practices in or affecting
commerce,” including, as interpreted and enforced by the FTC, the unfair act or
practice by businesses, such as CPK, of failing to-use reasonable measures to
protect PII. The FTC publications and orders described above also form part of the
basis of CPK’s duty in this regard.

113. CPK violated Section 5 of the FTC Act by failing to use reasonable
measures to protect Plaintiffs’ and Class members’ PII and not complying with
applicable industry standards, as described in detail herein. CPK’s conduct was
particularly unreasonable given the nature and amount of PII it required, obtained,
and stored, and the foreseeable consequences of a data breach including,
specifically, the damages that would result to Plaintiffs and Class members.

114. Plaintiffs and Class Members are within the class of persons the FTC
Act was intended to protect.

115. The harm the Data Breach caused, and continues to cause, is the type
of harm the FTC Act was intended to guard against. The FTC pursues enforcement
actions against businesses, which, as a result of their failure to employ reasonable
data security measures and avoid unfair and deceptive practices, caused the same
harm as that suffered by Plaintiffs and Class Members.

116. CPK, through its actions and/or omissions, unlawfully breached its
duty to Plaintiffs and Class Members by failing to have appropriate procedures in
place to detect and prevent unauthorized dissemination of Plaintiffs’ and Class
Members’ PII.

117. CPK, through its actions and/or omissions, unlawfully breached its
duty to adequately disclose to Plaintiffs and Class Members the existence and
scope of the Data Breach.

118. But for CPK’s wrongful and negligent breach of duties owed to
Plaintiffs and Class Members, Plaintiffs’ and Class Members’ PII would not have

been compromised.
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119. There is a temporal and close causal connection between CPK’s
failure to implement security measures to protect the PII and the harm suffered,
zand/or risk of present and continual harm suffered, by Plaintiffs arst Class
Members.

120. As a direct and proximate result of CPK’s negligence, Plaintiffs and
Class Members have suffered, and continue to suffer, injuries and damages arising
from the Data Breach, including, but not limited to: damages from lost time and
efforts to mitigate the actual and potential impact of the Data Breach on their lives,
including, inter alia, by placing “freezes” and “alerts” with credit reporting
agencies, contacting their financial institutions, closely reviewing and monitoring
their credit reports and various accounts for unauthorized activity, filing police
reports, and damages from identity theft, which may take months—if not years—
to discover, detect, and remedy.

121. Additionally, as a direct and proximate result of CPK’s negligence,
Plaintiffs and Class Members have suffered, and will continue to suffer, the
continued risks of exposure of their PII, which remains in CPK’s possession and is
subject to further unauthorized disclosures so long as CPK fails to undertake
appropriate and adequate measures to protect the PII in its continued possession.

Second Claim for Relief
Negligence Per Se
(On Behalf of Plaintiffs, the Class, or Alternatively the State Subclasses)

122. Plaintiffs re-allege and incorporate by reference Paragraphs 1 through
102, and paragraphs 104 through 121 above as if fully set forth herein.

123. Pursuant to Section 5 of the FTC Act, 15U.S.C. § 45, CPK had a
duty to provide fair and adequate computer systems and data security practices to
safeguard Plaintiffs’ and Class Members’ Private Information.

124. Plaintiffs and Class Members are within the class of persons that the

FTC Act was intended to protect.
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125. The harm that occurred as a result of the Data Breach is the type of
harm the FTC Act was intended to guard against. The FTC has pursued
enforcement-aetions against businesses, which, asa result of their failure to ==
employ reasonable data security measures and avoid unfair and deceptive
practices, caused the same harm as that suffered by Plaintiffs and Class Members.

126. CPK breached its duties to Plaintiffs and Class Members under the
Federal Trade Commission Act by failing to provide fair, reasonable, or adequate
computer systems and data security practices to safeguard Plaintiffs’ and Class
Members’ Private Information.

127. CPK’s failure to comply with applicable laws and regulations
constitutes negligence per se.

128. But for CPK’s wrongful and negligent breach of its duties owed to
Plaintiffs and Class Members, Plaintiffs and Class Members would not have been
injured.

129. The injury and harm suffered by Plaintiffs and Class Members was
the reasonably foreseeable result of CPK’s breach of its duties. CPK knew or
should have known that it was failing to meet their duties, and that CPK’s breach
would cause Plaintiffs and Class Members to experience the foreseeable harms
associated with the exposure of their Private Information.

130. As adirect and proximate result of CPK’s negligent conduct,
Plaintiffs and Class Members have suffered injury and are entitled to
compensatory, consequential, and punitive damages in an amount to be proven at
trial.

Third Claim for Relief
Breach of Implied Contract
(On Behalf of Plaintiffs, the Class, or Alternatively the State Subclasses)

131. Plaintiffs re-allege and incorporate by reference Paragraphs 1 through

102 above as if fully set forth herein.
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132. Plaintiffs and Class Members were required to provide their PII,
including their names and Social Security numbers to CPK as a condition of
employment. S5

133. Plaintiffs and Class Members providing their PII and their labor to
CPK in exchange for services, along with CPK’s promise to protect their PII from
unauthorized disclosure.

134. Upon information and belief, in its written privacy policies, CPK
expressly promised Plaintiffs and Class Members that it would only disclose PII
under certain circumstances, none of which relate to the Data Breach.

135. Implicit in the agreement between Plaintiffs and Class Members on
the one hand, and CPK on the other, regarding providing PII, was CPK’s
obligation to: (a) use such PII for business purposes only; (b) take reasonable steps
to safeguard that PII; (c) prevent unauthorized disclosures of the PII; (d) provide
Plaintiffs and Class Members with prompt and sufficient notice of any and all
unauthorized access and/or theft of their PII; (¢) reasonably safeguard and protect
the PII of Plaintiffs and Class Members from unauthorized disclosure or uses; and
(f) retain the PII only under conditions that kept such information secure and
confidential.

136. Without such implied contracts, Plaintiffs and Class Members would
not have provided their PII to CPK.

137. Plaintiffs and Class Members fully performed their obligations under
the implied contract with CPK. However, CPK did not.

138. CPK breached the implied contracts with Plaintiffs and Class
members by failing to reasonably safeguard and protect Plaintiffs’ and Class
Members’ PII, which was compromised as a result of the Data Breach.

139. As a direct and proximate result of CPK’s breach of the implied
contracts, Plaintiffs and Class Members have suffered, and continue to suffer,

injuries and damages arising from the Data Breach including, but not limited to:
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damages from lost time and effort to mitigate the actual and potential impact of the
Data Breach on their lives, including, inter alia, by placing “freezes” and “alerts”
with credit reporting agencies, contacting thetr financial institutions, closing or °
modifying financial accounts, closely reviewing and monitoring their credit
reports and various accounts for unauthorized activity, filing police reports, and
damages from identity theft, which may take months if not years to discover,
detect, and remedy.
Fourth Claim for Relief
Breach of Confidence

(On Behalf of Plaintiffs, the Class, or Alternatively the State Subclasses)

140. Plaintiffs re-allege and incorporate by reference Paragraphs 1 through
102 above as if fully set forth herein.

141. At all times during Plaintiffs’ and Class Members’ interactions with
CPK, CPK was fully aware of the confidential and sensitive nature of Plaintiffs’
and Class Members’ PII that Plaintiffs and Class Members provided to CPK.

142. As alleged herein and above, CPK’s relationship with Plaintiffs and
Class Members was governed by terms and expectations that Plaintiffs’ and Class
Members’ PII would be collected, stored, and protected in confidence, and would
not be disclosed to unauthorized third parties.

143. Plaintiffs and Class Members provided their respective PII to CPK
with the explicit and implicit understandings that CPK would protect and not
permit the information to be disseminated to any unauthorized parties.

144. Plaintiffs and Class Members also provided their PII to CPK with the
explicit and implicit understandings that CPK would take precautions to protect
that PII from unauthorized disclosure, such as following basic principles of
protecting its networks and data systems.

145. CPK required and voluntarily received, in confidence, Plaintiffs’ and

Class Members’ PII with the understanding that the information would not be
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disclosed or disseminated to the public or any unauthorized third parties.

146. Due to CPK’s failure to prevent, detect, and avoid the Data Breach
from occurring by, inter alia, following best information:see:rity practices to
secure Plaintiffs’ and Class Members’ PII, Plaintiffs’ and Class Members’ PII was
disclosed to, and misappropriated by, unauthorized third parties beyond Plaintiffs’
and Class Members’ confidence, and without their express permission.

147. As a direct and proximate cause of CPK’s actions and/or omissions,
Plaintiffs and Class Members have suffered, and will continue to suffer damages.

148. But for CPK’s disclosure of Plaintiffs’ and Class Members’ PII in
violation of the parties’ understanding of confidence, Plaintiffs’ and Class
Members’ PII would not have been compromised, stolen, viewed, accessed, and
used by unauthorized third parties. CPK’s Data Breach was the direct and legal
cause of the theft of Plaintiffs’ and Class Members’ PII, as well as the resulting
damages.

149. The injury and harm Plaintiffs and Class Members suffered, and
continue to suffer, was the reasonably foreseeable result of CPK’s unauthorized
disclosure of Plaintiffs’ and Class Members’ PII. CPK knew its computer systems
and technologies for accepting and securing Plaintiffs’ and Class Members’ PII
had numerous security and other vulnerabilities placing Plaintiffs’ and Class
Members’ PII in jeopardy.

150. As a direct and proximate result of CPK’s breaches of confidence,
Plaintiffs and Class Members have suffered and will suffer injury, including but
not limited to: (a) actual identity theft; (b) the compromise, publication, and/or
theft of their PII; (c) out-of-pocket expenses associated with the prevention,
detection, and recovery from identity theft and/or unauthorized use of their PII;
(d) lost opportunity costs associated with effort expended and the loss of
productivity addressing and attempting to mitigate the actual and future

consequences of the Data Breach, including but not limited to efforts spent
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researching how to prevent, detect, contest, and recover from identity theft; (¢) the
continued risk to their PII, which remains in CPK’s possession and is subject to
further-mnauthorized disclosures so long as CPK fails to undertake appropriate and
adequate measures to protect the PII in its continued possession; (f) future costs in
terms of time, effort, and money that will be expended as result of the Data Breach
for the remainder of the lives of Plaintiffs and Class Members; and (g) the
diminished value of CPK’s services they received.

151. As a direct and proximate result of CPK’s breaches of its fiduciary
duties, Plaintiffs and Class Members have suffered and will continue to suffer
other forms of injury and/or harm, and other economic and non—economic losses.

Fifth Claim for Relief
Violation of the California Unfair Competition Law,
Cal. Bus. & Prof. Code § 17200 ef seq.--Unfair Business Practices
(On Behalf of Plaintiff Wallace and the California Subclass)

152. Plaintiffs re-allege and incorporate by reference Paragraphs 1 through
102 above as if fully set forth herein.

153. CPK violated California Unfair Competition Law, Cal. Bus. & Prof.
Code § 17200 et seq. (“UCL”), by engaging in unlawful, unfair, or fraudulent
business acts and practices, and unfair, deceptive, untrue, or misleading
advertising that constitute acts of “unfair competition” as defined in Cal. Bus. &
Prof. Code § 17200 with respect to the services provided to Plaintiff Wallace and
California Subclass Members.

154. CPK engaged in unlawful acts and practices with respect to the
services by establishing the sub—standard security practices and procedures
described herein; by soliciting and collecting Plaintiff Wallace’s and California
Subclass Members’ PII with knowledge the information would not be adequately
protected; and by storing Plaintiff Wallace’s and California Subclass Members’

PII in an unsecure electronic environment in violation of California’s data breach

CLASS ACTION COMPLAINT
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statute, Cal. Civ. Code § 1798.81.5, which require CPK to take reasonable
methods of safeguarding the PII of Plaintiff Wallace and California Subclass
Members. - a%-4

155. In addition, CPK engaged in unlawful acts and practices by failing to
disclose the Data Breach in a timely and accurate manner, contrary to the duties
imposed by Cal. Civ. Code § 1798.82.

156. As a direct and proximate result of CPK’s unlawful practices and
acts, Plaintiff Wallace and California Subclass Members were injured and lost
money or property, including but not limited to the price received by CPK for the
services, the loss of Plaintiff Wallace’s and California Subclass Members’ legally
protected interest in the confidentiality and privacy of their PII, nominal damages,
and additional losses as described herein.

157. CPK knew or should have known CPK’s computer systems and data
security practices were inadequate to safeguard Plaintiff Wallace’s and California
Subclass Members’ PII and that the risk of a data breach or theft was highly likely.
CPK’s actions in engaging in the above—named unlawful practices and acts were
negligent, knowing, and willful, and/or wanton and reckless with respect to the
rights of Plaintiff Wallace and the California Subclass Members.

158. Plaintiff Wallace, on behalf of the California Subclass, seeks relief
under the UCL, including, but not limited to, restitution to Plaintiffs and California
Subclass Members of money or property CPK may have acquired by means of
CPK’s unlawful, and unfair business practices, restitutionary disgorgement of all
monies that accrued to CPK because of CPK’s unlawful and unfair business
practices, declaratory relief, attorney fees and costs (pursuant to Cal. Code Civ.
Proc. § 1021.5), and injunctive or other equitable relief.

PRAYER FOR RELIEF
WHEREFORE, Plaintiffs, on behalf of themselves and all Class Members,

request that the Court grant judgment against CPK as follows:

CLASS ACTION COMPLAINT
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A.  Anorder certifying the Class as defined herein, and appointing
Plaintiffs and their Counsel to represent the Class;

B.  Injunctive relief requestedrby Plaintiffs, including but not limited
to, injunctive and other equitable relief as is necessary to protect
the interests of Plaintiffs and Class Members, including but not

limited to an order:

prohibiting CPK from engaging in the wrongful and unlawful acts
described herein,

requiring CPK to protect, including through encryption, all data
collected through the course of its business in accordance with all
applicable regulations, industry standards, and federal, state or
local laws,

requiring CPK to delete, destroy, and purge the PII of Plaintiffs
and Class members unless CPK can provide to the Court
reasonable justification for the retention and use of such
information when weighed against the privacy interests of
Plaintiffs and Class Members,

requiring CPK to implement and maintain a comprehensive
Information Security Program designed to protect the
confidentiality and integrity of the PII of Plaintiffs and Class
Members,

prohibiting CPK from maintaining Plaintiffs’ and Class Members’
PII on a cloud-based database,

requiring CPK to engage independent third-party security

auditors/penetration testers as well as internal security personnel

to conduct testing, including simulated attacks, penetration tests,

and audits on CPK’s systems on a periodic basis, and ordering

CPK to promptly correct any problems or issues detected by such

CLASS ACTION COMPLAINT
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third-party security auditors,

requiring CPK to engage independent third-party security auditors
and internal personnel to run automet®« security monitoring,
requiring CPK to audit, test, and train its security personnel
regarding any new or modified procedures,

requiring CPK to conduct regular database scanning and securing
checks,

requiring CPK to establish an information security training
program that includes at least annual information security training
for all employees, with additional training to be provided as
appropriate based upon the employees’ respective responsibilities
with handling PII, as well as protecting the PII of Plaintiffs and
Class Members,

requiring CPX to routinely and continually conduct internal
training and education, and on an annual basis to inform internal
security personnel how to identify and contain a breach when it
occurs and what to do in response to a breach,

requiring CPK to implement a system of tests to assess its
respective employees’ knowledge of the education programs
discussed in the preceding subparagraphs, as well as randomly and
periodically testing employees’ compliance with CPK’s policies,
programs, and systems for protecting PII,

requiring CPK to implement, maintain, regularly review, and
revise as necessary a threat management program designed to
appropriately monitor CPK’s information networks for threats,
both internal and external, and assess whether monitoring tools are
appropriately configured, tested, and updated,

requiring CPK to meaningfully educate all Class Members about

CLASS ACTION COMPLAINT
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the threats that they face as a result of the loss of their PII to third
parties, as well as the steps affected individuals must take to

protect themselves, : RS

xv. requiring CPK to design, maintain, and test its computer systems

to ensure that PII in its possession is adequately secured and

protected,

xvi. requiring CPK disclose any future data disclosures in a timely and

accurate manner; and

xvil. requiring CPK to provide ongoing credit monitoring and identity

theft repair services to Class Members.
An award of compensatory, statutory, and nominal damages in an
amount to be determined;
An award for equitable relief requiring restitution and
disgorgement of the revenues wrongfully retained as a result of
CPK’s wrongful conduct;
An award of reasonable attorneys’ fees, costs, and litigation
expenses, as allowable by law; and
Such other and further relief as this Court may deem just and

proper.

DEMAND FOR JURY TRIAL

Plaintiffs hereby demand a trial by jury.

Dated: December 2, 2021 /s! S. Martin Keleti

Christopher L. Rudd SSBN 130713)
E-mail: clrudd@ruddlawla.com

S. Martin Keleti (SBN 144208)
E-mail: s.martin keleti@gmail.com
THE RUDD LAW FI .

4650 Sepulveda Boulevard, Suite 205
Sherman Oaks, CA 91403

Phone: (310) 633-0705

Fax: (310) 359-0258
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Damelle L. Pe (SBN 292120)
E-mail; rEr masonllp.com
MASON | | & KLINGER LLP
5101 Wisconsin Avenue NW, Suite 305
Washington, DC'20016

Phone: fztoz} 429-2290

Fax: (202) 429-2294

Counsel for Plaintiffs and the Putative
Class
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. california
Pizza kitchen

R i .
etumn Mail Processing November 15, 2021

PO Box 589 =3 £ | |
Claysburg, PA 16625-0589 . .

HO0834-L01-0052106 T00124 P04 **+******ALL FOR Mﬁc 923
DOUG R WALLACE

| Noiice of Data Breach

California Pizza Kitchen (“CPK™) wrifes to'ihakel you aware of an incident that may affect the priv_'a_cj_f_mg" ;
information. This letter provides details of the incident, our response, and resources availableto you to help pro
your personal information from possible misuse':,"should you feel it is appropriate to do so. LSRR

What Happened? On or about September 15, 2021, CPK learned of a disruption to certain systems on our
computing environment. We immediately secured our environment and, with the assistance of leading third-party
computer forensic specialists, launched an investigation to determine the nature and scope of the incident. On
October 4, 2021, the investigation confirmed that certain files on our systems had been subject to unauthorized

access.

We therefore undertook a meticulous review of the potentially impacted files and our internal systems in order to
identify the information that was involved and to whom it related. Unfortunately, on October 13, 2021, we
determined that certain files containing your information could have been accessed during the event. While there
is no indication that your specific information was accessed or misused, we value our employees and the
trust you place in us and are notifying all potentially impactec current and former employees out of an

abundance of caution.

rmmed that the information related to you that may have
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ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP:

:y’ou can contact Experian immediately regarding any fraud issues, and have access to the following features once
you enroll in Experian Identity Works:

= Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only.* :

= Credit Monitoring: Actively monitors Experian file for indicators of f'raud. :

= Identity Restoration: Identity Restoration agents are immediately available to help you address credit

-credi aud.

n al*"?fp:i:;tclrfg:llrt‘::;m\‘?o?ks Extend CARE™: You receive the same h.igh-level of Identity Restoration
support even after your Experian Identity Works membership has expired. 5 iy

= Up to $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized

electronic fund transfers.

* Offline members will be eligible to call for additional reports quarterly after enrolling.

ered by American Bankers Insurance Company of Florida, an

S i i Ti nd administ
1e Identity Theft Insurance is underwritten a ;
A S s, conditions, and exclusions of coverage. Coverage may not

Assurant company. Please refer to the actual policies for term
be available in all jurisdictions.

If you believe there was fraudulent use of your information and would like to discuss how you may be able to
resolve those issues, please reach out to an Experian agent at (855) 558-2999. If, after discussing your situation
with an agent, it is determined that Identity Restoration support is needed, then an Experian Identity
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred
(including, as appropriate, helping you with contacting credit grantors to dispute charges and close accounts;
assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting you with
contacting government agencies to help restore your identity to its proper condition).

Please note that this Identity Restoration support is available to you for 12 months from the date of this letter
and does not require any action on your part at this time. The Terms and Conditions for this offer are located at
www.ExperianlDWorks.com/restoration. You will also find self-help tips and information about identity
protection at this site.

What can you do? We encourage you to remain vigilant against identity theft and fraud by reviewing your account
statements and monitoring your free credit reports for suspicious activity and to detect eirors. You can find out
more about how to protect your information in the enclosed Steps You Can Take to Help Protect Your Personal

Information. There you will also find more information on the credit monitoring services we are offering and how
to enroll. '

For More Information. We understand that you may have questions about this incident that are not addressed in
this letter. If you have additional questions, please call us at (855) 558-2999, Monday through Friday from 8 am
— 10 pm Central, or Saturday and Sunday from 10 am — 7 pm Central (excluding major U.S. holidays).

We take this incident very seriously and sincerely regret any inconvenience or concern this incident caused you.

Sincerely,

James F. Hyaft IT .
CEOQ / President
California Pizza Kitchen

(Enclosure)

EXHIBIT A HOB34-00
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3 STEPS YOU CAN TAKE TO HELP PROTECT YOUR INFORMATION T

-

: 5
% $
SA R :

Manitdr Accounts

Under U.S. law. a consumer is entitled to one free credit report annually from each of the three major credit

reporting bureaus, Equifax, Experian, and TransUnion. To order your free credit report, Vvisit
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also directly contact the three major
credit reporting buré:tis listed below to request a free copy of your ere dit report. R

Consumers have the right to place an initial or extended “fraud alert” on a credit file at no cost. An initial frau,d
alert is a 1-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer S
credit file, a business is required to take steps to verify the consumer’s identity before extending new credit. If
'you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting seven
_Iye:irj beS]hould you wish to place a fraud alert, please contact any one of the three major credit reporting bureaus
ISt ow.

As an alternative to a fraud alert, consumers have the right to place a “credit freeze” on a credit report, which will
prohlb!t a credit bureau from releasing information in the credit report without the .cggsumer’s express
authorization. The credit freeze is designed to prevent credit, loans, and services from being approved in 3
e without your consent. However, you should be aware that using a credit freeze to tak
ts access to the personal and financial information in your credit report may delay, interfere with, or prohibit
the timely approval of any subsequent request or application you make regarding a new loan, credit, mortgage, or
any other account involving the extension of credit. Pursuant to federal law, you cannot be charged to place or
lift a credit freeze on your credit report. To request a security freeze, you will need to provide the following

information:

Full name (including middle initial as well as Jr., Sr., 1L, Ill, etc.);
Social Security number;
Date of birth; .
Addresses for the prior two to five years; ;
Proof of current address, such as a current utility bill or telephone bill;
A legible photocopy of a government-issued identification card (state driver’s license or ID card, military

identification, etc.); and : s S Ll :
7. A copy of either the police report, investigative report, or complaint to a law enforcement agency
: : ! / R E R el R e i :

concerning identity theft if you are a victim of identity theft. : el

.

N b L

.

Should you wish to place a fraud alert or credit freeze, please contact the three major credit reporting bureaus
listed below:
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~ such a complaint by way of the contact information listed above. You have the right to file a police report if you
~ ever experience identity theft or fraud. Please note that in order to file a report with law enforcement for identity
~ theft, you will likely need to provide some proof that you have been a victim. Instances of known or suspected
~ identity theft should also be reported to law enforcement and your state Attorney General. This notice has not

 been delayed by law enforcement. ' s A

UFor District of Columbia residents. " District of Columbia Attorney General may be contacted at: 441 4th St. g

' NW #1100 Washington, D.C. 20001 202-727-3400; and oag(@dc.gov.

_:'I:f_or_ Méryland residents, the Maryland Attorney General may be contacted at: 200 St. Paul Place, 16th Floor,
~ Baltimore, MD 21202; 1-410-528-8662 or 1-888-743-0023; and www.oag statemd.us. B RIS

St 34

P T A R et ¢

For New Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the right to be told if ,
information in your credit file has been used against you, the right to know what is in your credit file, the rightto
ask for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the
Fair Credit Reporting Act, the consumer reporting bureaus must correct or delete inaccurate, incomplete, or
unverifiable information; consumer reporting agencies may not report outdated negative information; access to

~ your file is limited; you must give your consent for credit reports to be provided to employers; you may limit
“prescreened” offers of credit and insurance you get based on information in your credit report; and you may seck
damages from a violator. You may have additional rights under the Fair Credit Reporting Act not summarized .
here. Identity theft victims and active duty military personnel have specific additional rights pursuant to the Fair
Credit Reporting Act. We encourage you to review your rights pursuant to the Fair Credit Reporting Act by visiting
www.consumerfinance.gov/f/201504_cfpb_summary vour-rights-under-fcra.pdf, or by writing Consumer
Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C.

20580.

For New York residents, the New York Attorney General may be contacted at: Office of the Attorney General,
The Capitol, Albany, NY 12224-0341; 1-800-771-7755; or https://ag.ny.gov/. H

For North Carolina residents, the North Carolina Attorney General may be contacted at: 9001 Mail Service
Center, Raleigh, NC 27699-9001; 1-877-566-7226 or 1-919-716-6000; and www.ncdoj.gov. ‘

For Rhode Island residents, the Rhode Island Attorey General may be reached at: 150 South Main Street,
nce, RI 02903; www.riag.ri.gov; and 1-401-274-4400. Under Rhode Island law, you have the right to
' port fi ar” ‘o this incident. There are approximately 24 Rhode [sland residents
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| Notice of Data Event

Dear Alondra Meza Logiza:

California Pizza Kj < 1

- s Thisl?c':::rm :’:Cﬁ;;mcs 1o make you aware of an incident that mz ~ffect the privacy of your

}‘%"“’T"m iﬂfomm“_pr f: ils of the incident, our response, and resources available to you to help protect
personal ton from possible misuse, should you feel it is appropriate to do so.

Whar H,

ap; ? On ; ;
mmmingmmm:{“@m September 15, 2021, CPK lcamed of a disruption to certain systems on our
computer forensie 2 £ tmme:{md_\- Stj:.‘urtd.our.enwmnmem and, with the assistance of leading third-party
Oct 4 9*2;2“; thS:?::a 6!::5. l?umhcd an investigation to determine the nature and scope of the incident. On
accm{}{t,‘ . stigation confirmed that certain files on our systems had been subject to unauthorized

We therefore : ic i ally i
e il?dcn?ma:mduw review of the potcmlal_!_\' impacted files and our intemnal systems in order to
i ormal was involved _:md to whom it related. Unfortunately, on October 13, 2021, we
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| What information was involved? Our investivati i
i - 2 estigation determined that the informat : / t
| been affected includes your name and Social Security number, : S Fnd loyou st sy bave

Wkt we e b oy ! kA ; L
we are doing? Information security is among our highest priorities. and we have strict Security measures in

A,

place to protect information in Gur care. Upon e daTti i
reinforce the smufi!y of our m Mw&;‘&% mﬂli.?lil'l'&""ﬁ ."-i-._.t:'.;a. WMEW:Q%EJ:

implemented additional mmmmm similar incident T .-'-7--'-.1\
the incident to law enforcement and will cooperate with any m“_._gim W:::ﬁiw We_afsu-reponed -
individuals, including you, so that you may take steps (o protect your informats g potentially impacted

As an added precaution, we are also offermg I?.mmnhsumnbushipofl?xpnian‘s‘ IdentityWorks™_ This

| et eemvidac wvner with cunenior identing At
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| membership and start moniforing your personal infm‘:ﬁ;nm;m.uma‘;lb.mv ,h,_.m mtghmen To activate your
. steps below:

& ¢ Ensure that you enroll by: Jaauary 31, 2022 (Your code will not work after this da
| ns i you 7 y |1 ;
| e Visit the Experian Identity Works website to enroll; uuw.c:;trianidwu:a con:jcm:; )
) 3 L it

e Provide your activation code: “

cuestions about the product, need assistance with identity restorati ;
Sy J - on =
snrolii entityWorks cm]:_m:. please contact £ perian’s customer ;ﬁd;ﬁ;&“ ah_mlme to
famuary 31,2022, Be prepared fo provide engagement number NSNS proof of eligibilicy e e
bstoration services by Expenan. . %
Ry

I
|

|
If you bave

Loroliin 24 Experian Id

7 < REGARDING YOUR 12 NTITY W
ADDITIONAL DETAILS R MEMBER-‘““P: “QRKS

@ any fraud issues

¥ _and have access to the follow:

=y s S ey tely regardin ey
You can contact l..\!urmn In@rnu,iil 2 Tels
you enroll in Experian 1dentity Works: :
ee what information is associated with your credit fije .
members only.* - Daily
Experian file for indicators of fraud.

immediately available to help you address ¢ d
! 35 crediy

port at signup: S
ailable for online
Actively monitors
Jdentity Restorntion agents are

=  Experian credit re
credit reports are av

= Credit Monitoring:

= Identity Restoration:
and non-credit related fraud. S ; :

= Experian IdentityYorks Extend CARE "™ You receive I.[IC same high-level of Identity Restoratio
support even after your Experian Identity Works mcm!wcrshxp has expired. n

= Up to S1 Million Identity Thelt Insurance**: Provides coverage for certain costs and unauthorized
electronic fund transfers.

* Offline members will be eligible to call for additional reports quarterly after enrolling.

::J;-h;;n:‘::::,lr:}m:’lr ::::mr;cc is underwritten and administered by American Bankers Insurance Company of Florida
o 1 iease refer to the act ici e .Y - i, an
Ee available in all jurisdictions. > 1l policies for terms, conditions, and exclusions of coverage. Coverage may-not

If you believ e W : :
resolve thclnzeﬁsl.:luecr; ‘;;Sasl;m;itclh!cr:u:n.:e of your information and would like to discuss how you may be
with an agent, it is determined ,,,;,’ ",’:, ,E"P“'“" agent at (855) 558-2999. If, after discussing yo ableto
Restoration agent is available to work ‘_l;'mlt}" R?slomt.mn support is needed, then an E‘g-(_wr Slluatl?)n
(including, as appropriate, helping \'nu‘:\l'éth};:(:.tl::c:?r:: i fesoNe cach incident of Fraud thid DL(linnrtr‘c?l
assisting you in placing - ; : . It grantors to dispute :
S e e v STadit e with the trse majot O b urbes and clase bocqunis,
£ 0 help restore your identity to its proper condition) 5, and assisting you with

Please note that this Identi i
entity Restoration support i i
_.and doe< nat reanira " support is available to you for 12 m
AN anfinm e suncem smecd b & h = Onlhs rn)m tl‘e dﬂte Ur i
£ this letter
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TRITIm I s Sy o U your part at tnis ume: 1 he Terms and Conditions for this offer are located at
wiww Experian rks.com/restoration.  You will also find self-help tips and information about identity
protection at this site.

What can you do? We encourage you to remain vigilant against identity theft and fraud by reviewing your account
for suspicious activity and to detect errors. You can find out
enclosed Steps You Can Take 1o Help Protect Your Personal
ﬂqummibﬂ on the credit monitori- L Services we are effcﬁng and how .‘af_‘ o

‘M'"""‘—""‘-‘-;-_‘ s e s s e
€ Questions about this incident that are not addressed in

day and L (855) 5582999 Monday Friday from 8 an
/ v fi s ay through Friday from 8 am
4 Sunday from 10 m =7 pm Central (exc!ud, ing major U_S_gholidays)_

Sincerely,

James F, Hyat 11
CEO/ President
Caht'om_ia_ Pizza Kitchen

(Enclosure)
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 authorization. The credit freeze is designed to prevent credit, loans, and services
using a credit freeze to fake control over who

T [ R L L webet FERR M CASIOg £
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required to take steps to verily the consumer n;-'tll' \3‘\‘"—"' o fraud atert lasting seven
\ wjor eredit reponing burenus

"
ot e retim of “!""“L‘ thelt, you are entitled 1o an extended fraud
*‘hw"s' Should you wish 1o place o fraud alert, plense contact any one of the three 1t
listed below.
z¢™ on o eredit report, which will
ithout the consumer’s express

from being approved in your

As an alternative to a fmud alerr. consumers have the right to place a “eredit freo
prohibit a credit burcau from releasing information in the credit report w

name without your consent. However, you should be aware that
gets access to the personal and financial informaiion in your credit report may delay, interfere with, or prohibit

the timely approval of any subsequent reque: @ plication you make regarding a new loan, credit, mortgage, or
any other account involving the extension of credit. Pursuant to federal law, you cannot be charged to place or
lift a credit freeze on your credit report. To request a security freeze, you will need to provide the following

information:

Full name (including middle initial as well as Jr., St., 1L 1, ete.);

Social Security number;

Date of birth;

Addresses for the prior two to five years;

Proof of current address, such as a current utility bill or telephone bill:

A legible photocopy of a government-issued identification card (state driver’s license or 1D card, military

B -

.
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identification, etc.); and
A copy of either the police report, investigative report, or complaint to a law enforcement agency

concerning identity thefi if you are a victim of identity theft.

~

Should you wish to place a fraud alert or credit freeze, please contact the three major credit reporting bureaus

listed below:

Equifax Experian TransUnion
hnpsﬁmvw.equifax.condperscnav https:/fwww.transunion.com/credit-
credit-report-services/ https:/iwww.experian.com/help/ | help

$88-298-0045 888-397-3742 $33-395-6938

Equifax Fraud Alert, P.O. Box | Experian Fraud Alert, P.O. Box | TransUnion Fraud Alert, P.O. Box
105069 Atlanta, GA 30348-5069 | 9554, Allen, TX 75013 2000, Chester, PA 19016
Equifax Credit Freeze, P.O. Box | Experian Credit Freeze, P.O. | TransUnion Credit Freeze. P
105788 Allania, GA 30348-5788 | Box 9554, Allen, TX 75013 | Box 160, Woodlyn, PA 10084

Additional Information

You may further educate yourself regarding identity theft, fraud alerts, credit fre
. : ¢ 1 S CZeS, -~ :
to protect your personal information by contacting the consumer reporting cl:u:(;]r:l the |su.ps You can take
Commission, or your stale Anf!mey General. The Federal Trade Commission n; S blc‘e Federal Trade
Pennsylvania Avenue NW, Washington, DC 20580; www.identitytheft.gov: 1—87‘?‘ ! 'f‘lia[}‘ﬂ‘(lresa;hm at: 600
' oo Bl (1-877-438-433g),

er that their
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and TTY: 1-866-653-4261. The Federal Trade Commission also encourages those who di
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES JUDGES

This case has been assigned to:

District Judge Cormac J. Carney
Magistrate Judge Karen E. Scott

The case number on all documents filed with the Court should read as follows:

8:21-cv—01970 CIC (KESx)

District judges in the Central District of California refer all discovery-related motions to the
assigned magistrate judge pursuant to General Order No. 05-07. Discovery-related motions
should be noticed for hearing before the assigned magistrate judge. Please refer to the assigned

judges' Procedures and Schedules, available on the Court's website at www.cacd.uscourts.
gov/judges-requirements, for additional information.

Clerk, U.S. District Court

December 2, 2021 By _/s/ Luz Hernandez
Date Deputy Clerk
ATTENTION

The party that filed the case-initiating document in this case (for example, the complaint or the
notice of removal) must serve a copy of this Notice on all parties served with the case-initiating
document. In addition, if the case-initiating document in this case was electronically filed, the
party that filed it must, upon receipt of this Notice, promptly deliver mandatory chambers
copies of all previously filed documents to the newly assigned-district judge. See L.R. 5-4.5. A
copy of this Notice should be attached to the first page of the mandatory chambers copy of the
case-initiating document.

CV-18 (08/19) NOTICE OF ASSIGNMENT TO UNITED STATES JUDGES
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

DOUG WALLACE, et al. CASE NUMBER:
PLAINTIFE(S), 8:21-cv-01970-CJC-KES

V.

CALIFORNIA PIZZA KITCHEN, INC.
Notice to Counsel Re Consent to Proceed
DEFENDANT(S). | Before a United States Magistrate Judge

The parties are advised they may consent to proceed before any available magistrate judge
participating in the Voluntary Consent to Magistrate Judges Program to conduct all further
proceedings in the case pursuant to 28 U.S.C. § 636(c) and Federal Rules of Civil
Procedure 73. The consent list and consent form are available on the court's web51te at

-pr . To conﬁrm a partlcular maglstrate judge' s avallablhty to
schedule the trial in the time frame desired by the parties and/or willingness to
accommodate any other special requests of the parties, please contact the magistrate judge's
courtroom deputy prior to filing the consent.

Since magistrate judges do not handle felony criminal trials, civil trial dates are not at risk
of being preempted by a felony criminal trial, which normally has priority. Further, in
some cases, the magistrate judge may be able to assign an earlier trial date than a district
judge. The parties can select a participating Magistrate Judge from any of the three
divisions in the Central District of California. There may be other advantages or
disadvantages which you will want to consider.

The plaintiff or removing party must serve this Notice on each named party in the case.
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

PR 7
o ' CASE NUMBER:

DOUG WALLACE, etal. 8:21-cv—01970-CJC—KES
Plaintiff(s)
V.
CALIFORNIA PIZZA KITCHEN, INC.
NOTICE TO PARTIES OF
COURT-DIRECTED ADR PROGRAM
Defendant(s).

NOTICE TO PARTIES:

It is the policy of this Court to encourage settlement of civil litigation when such is in the
best interest of the parties. The Court favors any reasonable means, including alternative
dispute resolution (ADR), to accomplish this goal. See L.R. 16-15. Unless exempted by the
trial judge, parties in all civil cases must participate in an ADR process before trial. See L.R.
16-15.1.

The district judge to whom the above-referenced case has been assigned is participating in
an ADR Program that presumptively directs this case to either the Court Mediation Panel or to
private mediation. See General Order No. 11-10, §5. For more information about the Mediation
Panel, visit the Court website, www.cacd.uscourts.gov, under “ADR.”

Pursuant to L.R. 26-1(c), counsel are directed to furnish and discuss with their clients the
attached ADR Notice To Parties before the conference of the parties mandated by Fed.R.Civ.P.
26(f). Based upon the consultation with their clients and discussion with opposing counsel,
counsel must indicate the following in their Joint 26(f) Report: 1) whether the case is best
suited for mediation with a neutral from the Court Mediation Panel or private mediation; and 2)
when the mediation should occur. See L.R. 26-1(c).

At the initial scheduling conference, counsel should be fully prepared to discuss their
preference for referral to the Court Mediation Panel or to private mediation and when the
mediation should occur. The Court will enter an Order/Referral to ADR at or around the time
of the scheduling conference.

Clerk, U.S. District Court

2,2 By
Date Deputy Clerk

ADR-08 (04/18) NOTICE TO PARTIES OF COURT-DIRECTED ADR PROGRAM
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*

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE TO PARTIES: COURT POLICY QN SETTLEMENT
AND USE OF ARLTERNATIVE DISPUTE RLSOLUTION (ADR)
Counsel are required to furnish and discuss this Notice with their clients.

Despite the efforts of the courts to achieve a fair, timely and just outcome in all cases, litigation
has become an often lengthy and expensive process. For this reason, it is this Court’s policy to
encourage parties to attempt to settle their disputes, whenever possible, through alternative
dispute resolution (ADR).

ADR can reduce both the time it takes to resolve a case and the costs of litigation, which can be
substantial. ADR options include mediation, arbitration (binding or non-binding), neutral
evaluation (NE), conciliation, mini-trial and fact-finding. ADR can be either Court-directed or
privately conducted.

The Court’s ADR Program offers mediation through a panel of qualified and impartial attorneys
who will encourage the fair, speedy and economic resolution of civil actions. Panel Mediators
each have at least ten years of legal experience and are appointed by the Court. They volunteer
their preparation time and the first three hours of a mediation session. This is a cost-effective
way for parties to explore potential avenues of resolution.

This Court requires that counsel discuss with their clients the ADR options available and
instructs them to come to the initial scheduling conference prepared to discuss the parties’
choice of ADR option. The ADR options available are: a settlement conference before the
magistrate judge assigned to the case or the magistrate judge in Santa Barbara, the Court
Mediation Panel, and private mediation. Counsel are also required to indicate the client’s choice
of ADR option in advance of the initial scheduling conference. See L.R. 26-1(c) and
Fed.R.Civ.P. 26(f).

Clients and their counsel should carefully consider the anticipated expense of litigation, the
uncertainties as to outcome, the time it will take to get to trial, the time an appeal will take if a
decision is appealed, the burdens on a client’s time, and the costs and expenses of litigation in
relation to the amounts or stakes involved.

Each year thousands of civil cases are filed in this district, yet typically no more than one
percent go to trial. Most cases are settled between the parties, voluntarily dismissed, resolved
through Court-directed or other forms of ADR, or dismissed by the Court as lacking in merit or
for other reasons provided by law.

For more information about the Court’s ADR Program, the Mediation Panel, and the profiles of
mediators, visit the Court website, www.cacd.uscourts.gov, under “ADR.”

ADR-08 (04/18) NOTICE TO PARTIES OF COURT-DIRECTED ADR PROGRAM
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[ 4
NAME, ADDRESS, AND TELEPHONE NUMBER OF ATTORNEY(S)
OR OF PARTY APPEARING IN PRO PER

THE RUDD LAW FIRM

Christopher L. Rudd (130713)/E-mail: clrudd@ruddlawla.com
S. Martin Keleti (144208)/E-mail: s.martin.keleti@gmail.com

4650 Sepulveda Boulevard, Suite 205
Sherman Oaks, CA 91403

Tel.: 310.663.0705° T

Fax.:310.388.U32.

ATTORNEY(S) FOR: plaintiffs Doug Wallace and Alondra Meza

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
Doug Wallace and Alondra Meza individually and CASE NUMBER:
on behalf of all others similarly situated, 8:21-cv-01970
Plaintiff(s),
V.
California Pizza Kitchen, Inc.,
CERTIFICATION AND NOTICE
OF INTERESTED PARTIES
Defendant(s) (Local Rule 7.1-1)

TO: THE COURT AND ALL PARTIES OF RECORD:

The undersigned, counsel of record for

plaintiffs Doug Wallace and Alondra Meza

or party appearing in pro per, certifies that the following listed party (or parties) may have a pecuniary interest in
the outcome of this case. These representations are made to enable the Court to evaluate possible disqualification

or recusal.

(List the names of all such parties and identify their connection and interest. Use additional sheet if necessary.)

PARTY
DOUG WALLACE
ALONDRA MEZA
CALIFORNIA PIZZA KITCHEN, INC.

December 2, 2021

CONNECTION / INTEREST
plaintiff
plaintiff
defendant

/s/ S. Martin Keleti

Date

Signature

Attorney of record for (or name of party appearing in pro per):

plaintiffs Doug Wallace and Alondra Meza et al.

CV-30 (05/13) NOTICE OF INTERESTED PARTIES
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UNITED STATES DISTRICT CQURT‘
CENTRAL DISTRICT OF CALIFORNIA

Doug Wallace et al CASE NUMBER

8:21-cv-01970-CJC-KESx

V. PLAINTIFE(S)
California Pizza Kitchen, Inc. ORDER RE TRANSFER PURSUANT
TO GENERAL ORDER 21-01
. (RELATED CASES)
DEFENDANT(S).
CONSENT

I hereby consent to the transfer of the above-entitled case to my calendar, pursuant to General Order 21-01.

December 3, 2021 /%Wd a &w@u

Date United States District Judge

— ——

DECLINATION

I hereby decline to transfer the above-entitled case to my calendar for the reasons set forth:

— —

Date United States District Judge

REASON FOR TRANSFER AS INDICATED BY COUNSEL
Case 8:21-cv-01928-DOC-KESx and the present case:

A Arise from the same or closely related transactions, happenings or events; or
B. Call for determination of the same or substantially related or similar questions of law and fact; or
O c For other reasons would entail substantial duplication of labor if heard by different judges; or

Involve one or more defendants from the criminal case in common, and would entail substantial
duplication of labor if heard by different judges (applicable only on civil forfeiture action).

NOTICE TO COUNSEL FROM CLERK

Pursuant to the above transfer, any discovery matters that are or may be referred to a Magistrate Judge are hereby
transferred from Magistrate Judge N/A to Magistrate Judge N/A

On all documents subsequently filed in this case, please substitute the initials DOC(KESx) after the case number
in place of the initials of the prior judge, so that the case number will read _8:21-cv-01970-DOC(KESx) . This is very

important because the documents are routed to the assigned judges by means of these initials

cc: Previous Judge [ Statistics Clerk
CV-34(03/21) ORDER RE TRANSFER PURSUANT TO GENERAL ORDER 21-01 (Related Cases)




